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Programa analitica curs “CCNA Switching and Routing” 
 

 
 

Modul 1. Introduction to Networks 
 
1.0 Introduction 
1.1 Globally Connected 
1.1.1 Networking Today 
1.1.2 Providing Resources in a Network 
1.2 LANs, WANs, and the Internet 
1.2.1 Components of a Network 
1.2.2 LANs and WANs 
1.2.3 The Internet 
 
2.0 Configuring a Network Operating System 
2.0.1 Introduction 
2.1 IOS Bootcamp 
2.1.1 Cisco IOS 
2.1.2 Accessing a Cisco IOS Device 
2.1.3 Navigating the IOS 
2.1.4 The Command Structure 
 
3.0 Network Protocols and Communications 
3.1 Rules of Communication 
3.1.1 The Rules 
3.2 Network Protocols and Standards 
3.2.1 Protocols 
3.2.2 Protocol Suites 
3.2.3 Standards Organizations 
3.2.4 Reference Models 
3.3 Moving Data in the Network 
3.3.1 Data Encapsulation 
3.3.2 Accessing Local Resources 
3.3.3 Accessing Remote Resources 
 
4.0 Network Access 
4.1 Physical Layer Protocols 
4.1.1 Getting It Connected 
4.1.2 Purpose of the Physical Layer 
4.1.3 Fundamental Principles of Layer 1 
4.2 Network Media 
4.2.1 Copper Cabling 
4.2.2 UTP Cabling 
4.2.3 Fiber Optic Cabling 
4.2.4 Wireless Media 
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4.3 Data Link Layer Protocols 
4.3.1 Purpose of the Data Link Layer 
4.3.2 Layer 2 Frame Structure 
4.3.3 Layer 2 Standards 
4.4 Media Access Control 
4.4.1 Topologies 
4.4.2 WAN Topologies 
4.4.3 LAN Topologies 
4.4.4 Data Link Frame 
 
5.0 Ethernet 
5.0.1 Introduction 
5.1 Ethernet Protocol 
5.1.1 Ethernet Operation 
5.1.2 Ethernet Frame Attributes 
5.1.3 Ethernet MAC 
5.1.4 MAC and IP 
5.2 Address Resolution Protocol 
5.2.1 ARP 
5.2.2 ARP Issues 
5.3 LAN Switches 
5.3.1 Switching 
5.3.2 Fixed or Modular 
5.3.3 Layer 3 Switching 
 
6.0 Network Layer 
6.1 Network Layer Protocols 
6.1.1 Network Layer in Communication 
6.1.2 Characteristics of the IP Protocol 
6.1.3 IPv4 Packet 
6.1.4 IPv6 Packet 
 
6.2 Routing 
6.2.1 How a Host Routes 
6.2.2 Router Routing Tables 
6.3 Routers 
6.3.1 Anatomy of a Router 
6.3.2 Router Boot-up 
6.4 Configuring a Cisco Router 
6.4.1 Configure Initial Settings 
6.4.2 Configure Interfaces 
6.4.3 Configuring the Default Gateway 
 
7.0 Transportation Layer 
7.1 Transport Layer Protocols 
7.1.1 Transportation of Data 
7.1.2 Introducing TCP and UDP 
7.2 TCP and UDP 
7.2.1 TCP Communication 
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7.2.2 Reliability and Flow Control 
7.2.3 UDP Communication 
7.2.4 TCP or UDP - That is the Question 
 
8.0 IP Addressing 
8.1 IPv4 Network Addresses 
8.1.1 IPv4 Address Structure 
8.1.2 IPv4 Subnet Mask 
8.1.3 IPv4 Unicast, Broadcast, and Multicast 
8.1.4 Types of IPv4 Addresses 
8.2 IPv6 Network Addresses 
8.2.1 IPv4 Issues 
8.2.2 IPv6 Addressing 
8.2.3 Types of IPv6 Addresses 
8.2.4 IPv6 Unicast Addresses 
8.2.5 IPv6 Multicast Addresses 
8.3 Connectivity Verification 
8.3.1 ICMP 
8.3.2 Testing and Verification 
 
9.0 Subnetting IP Networks 
9.1 Subnetting an IPv4 Network 
9.1.1 Network Segmentation 
9.1.2 Communication Between Subnets 
9.1.3 Subnetting an IPv4 Network 
9.1.4 Determining the Subnet Mask 
9.1.5 Benefits of Variable Length Subnet Masking 
9.2 Addressing Schemes 
9.2.1 Structured Design 
9.3 Design Considerations for IPv6 
9.3.1 Subnetting an IPv6 Network 
 
10.0 Application Layer 
10.1 Application Layer Protocols 
10.1.1 Application, Session, and Presentation 
10.1.2 How Application Protocols Interact with End-User Applications 
10.2 Well-Known Application Layer Protocols and Services 
10.2.1 Common Application Layer Protocols 
10.2.2 Providing IP Addressing Services 
10.2.3 Providing File Sharing Services 
10.3 The Message Heard Around the World 
10.3.1 Move It! 
 
11.0 It's a Network 
11.1 Create and Grow 
11.1.1 Devices in a Small Network 
11.1.2 Protocols in a Small Network 
11.1.3 Growing to Larger Networks 
11.2 Keeping the Network Safe 
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11.2.1 Network Device Security Measures 
11.2.2 Vulnerabilities and Network Attacks 
11.2.3 Mitigating Network Attacks 
11.2.4 Securing Devices 
11.3 Basic Network Performance 
11.3.1 Ping 
11.3.2 Tracert 
11.3.3 Show Commands 
11.4 Managing IOS Configuration Files 
11.4.1 Router and Switch File Systems 
11.4.2 Back up and Restore Configuration Files 
11.5 Integrated Routing Services 
11.5.1 Integrated Router 
11.5.2 Configuring the Integrated Router 
 
 

Modul 2. Routing & Switching Essentials 
 
1.0 Introduction to Switched Networks 
1.1 LAN Design 
1.1.1 Converged Networks 
1.1.2 Switched Networks 
1.2 The Switched Environment 
1.2.1 Frame Forwarding 
1.2.2 Switching Domains 
 
2.0 Basic Switching Concepts and Configuration 
2.0.1 Introduction 
2.1 Basic Switch 
2.1.1 Configure a Switch with Initial Settings 
2.1.2 Configure Switch Ports 
2.2 Switch Security: Management and Implementation 
2.2.1 Secure Remote Access 
2.2.2 Security Concerns in LANs 
2.2.3 Security Best Practices 
2.2.4 Switch Port Security 
 
3.0 VLANS 
3.1 VLAN Segmentation 
3.1.1 Overview of VLANs 
3.1.2 VLANs in a Multi-Switched Environment 
3.2 VLAN Implementations 
3.2.1 VLAN Assignment 
3.2.2 VLAN Trunks 
3.2.3 Dynamic Trunking Protocol 
3.2.4 Troubleshoot VLANs and Trunks 
3.3 VLAN Security and Design 
3.3.1 Attacks on VLANs 
3.3.2 Design Best Practices for VLANs 
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4.0 Routing Concepts 
4.1 Initial Configuration of a Router 
4.1.1 Functions of a Router 
4.1.2 Connect Devices 
4.1.3 Basic Settings on a Router 
4.1.4 Verify Connectivity of Directly Connected Networks 
4.2 Routing Decisions 
4.2.1 Switching Packets Between Networks 
4.2.2 Path Determination 
4.3 Router Operation 
4.3.1 Analyze the Routing Table 
4.3.2 Directly Connected Routes 
4.3.3 Statically Learned Routes 
4.3.4 Dynamic Routing Protocols 
 
5.0 Inter-VLAN Routing 
5.1 Inter-VLAN Routing Configuration 
5.1.1 Inter-VLAN Routing Operation 
5.1.2 Configure Legacy Inter-Vlan Routing 
5.1.3 Configure Router-on-a-Stick Inter-VLAN Routing 
5.2 Troubleshoot Inter-VLAN Routing 
5.2.1 Inter-VLAN Configuration Issues 
5.2.2 IP Addressing Issues 
5.3 Layer 3 Switching 
5.3.1 Layer 3 Switching Operation and Configuration 
5.3.2 Troubleshoot Layer 3 Switching 
 
6.0 Static Routing 
6.1 Static Routing Implementation 
6.1.1 Static Routing 
6.1.2 Types of Static Routes 
6.2 Configure Static and Default Routes 
6.2.1 Configure IPv4 Static Routes 
6.2.2 Configure IPv4 Default Routes 
6.2.3 Configure IPv6 Static Routes 
6.2.4 Configure IPv6 Default Routes 
6.3 Review of CIDR and VLSM 
6.3.1 Classful Addressing 
6.3.2 CIDR 
6.3.3 VLSM 
6.4 Configure Summary and Floating Static Routes 
6.4.1 Configure IPv4 Summary Routes 
6.4.2 Configure IPv6 Summary Routes 
6.4.3 Configure Floating Static Routes 
6.5 Troubleshoot Static and Default Route Issues 
6.5.1 Packet Processing with Static Routes 
6.5.2 Troubleshoot IPv4 Static and Default Route Configuration 
 



 

- 6 - 
 

7.0 Routing Dynamically 
7.1 Dynamic Routing Protocols 
7.1.1 Dynamic Routing Protocol Operation 
7.1.2 Dynamic versus Static Routing 
7.1.3 Routing Protocol Operating Fundamentals 
7.1.4 Types of Routing Protocols 
7.2 Distance Vector Dynamic Routing 
7.2.1 Distance Vector Routing Protocol Operation 
7.2.2 Types of Distance Vector Routing Protocols 
7.3 RIP and RIPng Routing 
7.3.1 Configuring the RIP Protocol 
7.3.2 Configuring the RIPng Protocol 
7.4 Link-State Dynamic Routing 
7.4.1 Link-State Routing Protocol Operation 
7.4.2 Link-State Updates 
7.4.3 Why Use Link-State Routing Protocols 
7.5 The Routing Table 
7.5.1 Parts of an IPv4 Route Entry 
7.5.2 Dynamically Learned IPv4 Routes 
7.5.3 The IPv4 Route Lookup Process 
7.5.4 Analyze an IPv6 Routing Table 
 
8.0 Single-Area OSPF 
8.1 Characteristics of OSPF 
8.1.1 Open Shortest Path First 
8.1.2 OSPF Messages 
8.1.3 OSPF Operation 
8.2 Configuring Single-Area OSPF 
8.2.1 OSPF Router ID 
8.2.2 Configure Single-Area OSPFv2 
8.2.3 OSPF Cost 
8.2.4 Verify OSPF 
8.3 Configure Single-Area OSPFv3 
8.3.1 OSPFv2 vs. OSPFv3 
8.3.2 Configuring OSPFv3 
8.3.3 Verify OSPFv3 
 
9.0 Access Control Lists 
9.1 IP ACL Operation 
9.1.1 Purpose of ACLs 
9.1.2 Standard versus Extended IPv4 ACLs 
9.1.3 Wildcard Masks in ACLs 
9.1.4 Guidelines for ACL Creation 
9.1.5 Guidelines for ACL Placement 
9.2 Standard IPv4 ACLs 
9.2.1 Configure Standard IPv4 ACLs 
9.2.2 Modify IPv4 ACLs 
9.2.3 Securing VTY Ports with a Standard IPv4 ACL 
9.3 Extended IPv4 ACLs 
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9.3.1 Structure of an Extended IPv4 ACL 
9.3.2 Configure Extended IPv4 ACLs 
9.4 Troubleshoot ACLs 
9.4.1 Processing Packets with ACLs 
9.4.2 Common ACLs Errors 
9.5 IPv6 ACLs 
9.5.1 IPv6 ACL Creation 
9.5.2 Configuring IPv6 ACLs 
 
10.0 DHCP 
10.1 Dynamic Host Configuration Protocol v4 
10.1.1 DHCPv4 Operation 
10.1.2 Configuring a Basic DHCPv4 Server 
10.1.3 Configure DHCPv4 Client 
10.1.4 Troubleshoot DHCPv4 
10.2 Dynamic Host Configuration Protocol v6 
10.2.1 SLAAC and DHCPv6 
10.2.2 Stateless DHCPv6 
10.2.3 Stateful DHCPv6 Server 
10.2.4 Troubleshoot DHCPv6 
 
11.0 Network Address Translation for IPv4 
11.1 NAT Operation 
11.1.1 NAT Characteristics 
11.1.2 Types of NAT 
11.1.3 Benefits of NAT 
11.2 Configuring NAT 
11.2.1 Configuring Static NAT 
11.2.2 Configuring Dynamic NAT 
11.2.3 Configuring Port Address Translation 
11.2.4 Port Forwarding 
11.2.5 Configuring NAT and IPv6 
11.3 Troubleshooting NAT 
11.3.1 Troubleshooting NAT 
 
 

Modul 3. Scaling Networks 
 
1.0 Introduction to Scaling Networks 
1.1 Implementing a Network Design 
1.1.1 Hierarchical Network Design 
1.1.2 Expanding the Network 
1.2 Selecting Network Devices 
1.2.1 Switch Hardware 
1.2.2 Router Hardware 
1.2.3 Managing Devices 
 
2.0 Lan Redundancy 
2.1 Spanning Tree Concepts 
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2.1.1 Purpose of Spanning Tree 
2.1.2 STP Operation 
2.2 Varieties of Spanning Tree Protocols 
2.2.1 Overview 
2.2.2 PVST+ 
2.2.3 Rapid PVST+ 
2.3 Spanning Tree Configuration 
2.3.1 PVST+ Configuration 
2.3.2 Rapid PVST+ Configuration 
2.3.3 STP 
2.4 First Hop Redundancy Protocols 
2.4.1 Concept of First Hop Redundancy Protocols 
2.4.2 Varieties of First Hop Redundancy Protocols 
2.4.3 FHRP Verification 
 
3.0 Link Aggregation 
3.1 Link Aggregation Concepts 
3.1.1 Link Aggregation 
3.1.2 EtherChannel Operation 
3.2 Link Aggregation Configuration 
3.2.1 Configuring EtherChannel 
3.2.2 Verifying and Troubleshooting EtherChannel 
 
4.0 Wireless LANS 
4.1 Wireless Concepts 
4.1.1 Introduction to Wireless 
4.1.2 Components of WLANs 
4.1.3 802.11 WLAN Topologies 
4.2 Wireless LAN Operations 
4.2.1 802.11 Frame Structure 
4.2.2 Wireless Operation 
4.2.3 Channel Management 
4.3 Wireless LAN Security 
4.3.1 WLAN Threats 
4.3.2 Securing WLANs 
4.4 Wireless LAN Configuration 
4.4.1 Configure a Wireless Router 
4.4.2 Configuring Wireless Clients 
4.4.3 Troubleshoot WLAN Issues 
 
5.0 Adjust and Troubleshoot Single-Area OSPF 
5.1 Advanced Single-Area OSPF Configurations 
5.1.1 Routing in the Distribution and Core Layers 
5.1.2 OSPF in Multiaccess Networks 
5.1.3 Default Route Propagation 
5.1.4 Fine-tuning OSPF Interfaces 
5.1.5 Secure OSPF 
5.2 Troubleshooting Single-Area OSPF Implementations 
5.2.1 Components of Troubleshooting Single-Area OSPF 
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5.2.2 Troubleshoot Single-Area OSPFv2 Routing Issues 
5.2.3 Troubleshoot Single-Area OSPFv3 Routing Issues 
 
6.0 Multiarea OSPF 
6.1 Multiarea OSPF Operation 
6.1.1 Why Multiarea OSPF? 
6.1.2 Multiarea OSPF LSA Operation 
6.1.3 OSPF Routing Table and Types of Routes 
6.2 Configuring Multiarea OSPF 
6.2.1 Configuring Multiarea OSPF 
6.2.2 OSPF Route Summarization 
6.2.3 Verifying Multiarea OSPF 
 
7.0 EIGRP 
7.1 Characteristics of EIGRP 
7.1.1 Basic Features of EIGRP 
7.1.2 Types of EIGRP Packets 
7.1.3 EIGRP Messages 
7.2 Configuring EIGRP for IPv4 
7.2.1 Configuring EIGRP with IPv4 
7.2.2 Verifying EIGRP with IPv4 
7.3 Operation of EIGRP 
7.3.1 EIGRP Initial Route Discovery 
7.3.2 Metrics 
7.3.3 Dual and the Topology Table 
7.3.4 Dual and Convergence 
7.4 Configuring EIGRP for IPv6 
7.4.1 EIGRP for IPv4 vs IPv6 
7.4.2 Configuring EIGRP for IPv6 
7.4.3 Verifying EIGRP for IPv6 
 
8.0 EIGRP: Advanced Configurations and Troubleshooting 
8.1 Advanced EIGRP Configurations 
8.1.1 Automatic Summarization 
8.1.2 Manual Summarization 
8.1.3 Default Route Propagation 
8.1.4 Fine-tuning EIGRP Interfaces 
8.1.5 Secure EIGRP 
8.2 Troubleshoot EIGRP 
8.2.1 Components of Troubleshooting EIGRP 
8.2.2 Troubleshoot EIGRP Neighbor Issues 
8.2.3 Troubleshoot EIGRP Routing Table Issues 
 
9.0 IOS Images and Licensing 
9.1 Managing IOS System Files 
9.1.1 Naming Conventions 
9.1.2 Managing Cisco IOS Images 
9.2 IOS Licensing 
9.2.1 Software Licensing   
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9.2.2 License Verification and Management 
 
 

Modul 4. Connecting Networks 
 
1.0 Hierarchical Network Design 
1.1 Hierarchical Network Design Overview 
1.1.1 Enterprise Network Campus Design 
1.1.2 Hierarchical Network Design 
1.2 Cisco Enterprise Architecture 
1.2.1 Modular Network Design 
1.2.2 Cisco Enterprise Architecture Model 
1.3 Evolving Network Architectures 
1.3.1 Cisco Enterprise Architectures 
1.3.2 Emerging Network Architectures 
 
2.0 Introduction  
2.1 WAN Technologies Overview  
2.1.1 Purpose of WANs  
2.1.2 WAN Operations 
2.2 Selecting a WAN Technology  
2.2.1 WAN Services  
2.2.2  Private WAN Infrastructures  
2.2.3  Public WAN Infrastructure  
2.2.4 Selecting WAN Services  
 
3.0 Point-to Point Connections 
3.1 Serial Point-to-Point Overview 
3.1.1 Serial Communications 
3.1.2 HDLC Encapsulation 
3.2 PPP Operation 
3.2.1 Benefits of PPP 
3.2.2 LCP and NCP 
3.2.3 PPP Sessions 
3.3 Configure PPP 
3.3.1 Configure PPP 
3.3.2 PPP Authentication 
3.4 Troubleshooting WAN Connectivity 
3.4.1 Troubleshooting PPP 
 
4.0 Frame Relay 
4.1 Introduction to Frame Relay 
4.1.1 Benefits Frame Relay 
4.1.2 Frame Relay Operation 
4.1.3 Advanced Frame Relay Concepts 
4.2 Configure Frame Relay 
4.2.1 Configure Basic Frame Relay 
4.2.2 Configure Subinterfaces 
4.3 Troubleshoot Connectivity 



 

- 11 - 
 

4.3.1 Troubleshoot Frame Relay 
 
5.0 Network Address Translation for IPv4 
5.1 NAT Operation 
5.1.1 NAT Characteristics 
5.1.2 Types of NAT 
5.1.3 Benefits of NAT 
5.2 Configuring NAT 
5.2.1 Configuring Static NAT 
5.2.2 Configuring Dynamic NAT 
5.2.3 Configuring Port Address Translation (PAT) 
5.2.4 Port Forwarding 
5.2.5 Configuring NAT and IPv6 
5.3 Troubleshooting NAT 
5.3.1 Troubleshooting NAT 
 
6.0 Broadband Solutions 
6.1 Teleworking 
6.1.1 Benefits of Teleworking 
6.1.2 Business Requirements for Teleworker Services 
6.2 Comparing Broadband Solutions 
6.2.1 Cable 
6.2.2 DSL 
6.2.3 Broadband Wireless 
6.2.4 Selecting Broadband Solutions 
6.3 Configuring xDSL Connectivity 
6.3.1 PPPoE Overview 
6.3.2 Configuring PPPoE 
 
7.0 Securing Site-to-Site Connectivity 
7.1 VPNs 
7.1.1 Fundamentals of VPNs 
7.1.2 Types of VPNs 
7.2 Implementing GRE Tunnels 
7.2.1 Fundamentals of Generic Routing Encapsulation 
7.2.2 Configuring GRE Tunnels 
7.3 Introducing IPsec 
7.3.1 Internet Protocol Security 
7.3.2 IPsec Framework 
7.4 Remote Access 
7.4.1 Remote Access VPN Solutions 
7.4.2 IPsec Remote Access VPNs 
 
8.0 Monitoring the Network 
8.1 Syslog 
8.1.1 Syslog Operation 
8.1.2 Configuring Syslog 
8.2 SNMP 
8.2.1 SNMP Operation 
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8.2.2 Configuring SNMP 
8.3 NetFlow 
8.3.1 NetFlow Operation 
8.3.2 Configuring NetFlow 
8.3.3 Examining Traffic Patterns 
 
9.0 Troubleshooting the Network 
9.1 Troubleshooting with a Systematic Approach 
9.1.1 Network Documentation 
9.1.2 Troubleshooting Process 
9.1.3 Isolating the Issue Using Layered Models 
9.2 Network Troubleshooting 
9.2.1 Troubleshooting Tools 
9.2.2 Symptoms and Causes of Network Troubleshooting 
9.2.3 Troubleshooting IP Connectivity 
 
 


