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TITLE 

Intelligent Situational Awareness for Cyber Security 

 

ABSTRACT 

Main aspects of intelligent situation awareness in the area of cyber security are considered. The talk 

concerns different aspects of cyber situation awareness, including situation perception, impact 

assessment, situation tracking, projecting future possible actions, understanding of adversary and 

countermeasures selection. Models, techniques and tools for advanced intelligent cyber situation 

awareness are analyzed. They are based on big data analytics, artificial intelligence, machine learning, 

user and application behavior analytics and interactive visualization. Examples of research applications 

and developed intelligent components for intrusion detection, security monitoring and incident 

management are demonstrated.  
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